A simple question of

SECURITY…

By Paulo Baião

   One of the purposes of the investigations made about Artificial Intelligence is to simplify everyone’s way of life, putting technology at the service of man. Imagine that you arrive at home and say something like “hello” and a computer answers, after recognizing your voice, “hello, master”, and turns on the lights for you. The “artificially intelligent” computer that answers has to know who you are and do something that only a living creature is supposed to be able to do: recognize a voice. So, in some way, it had to learn something…

    Now, let’s figure out that when you arrive at home, that same computer, just by the way you say hello, knows exactly how you feel, turns on the television set, tells you to have a drink, what drink to choose, and advices you to go to bed early because you look tired! Worse than a mother! The question is: how does he know what to say and how you feel? 

    Well, I think the answer still wasn’t found, and it’s not the purpose of this work either, but the concept is interesting enough to be the basis of it.  

  Imagine this same idea of an “intelligent” computer applied to a simple “agent”. Something like an “alter-ego” of yours, knowing exactly how you feel and what advices he could give you. Something like a constantly renewed database, saving every single movement or choice you make, every word you say, every feeling you show… and all this applied to your simple PC, through the Internet!
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    Picture this: you sit in front of your computer and connect to the Internet. A request is sent to a remote server that contains a large database with everything about you; your name, your address, your phone number, your weight, your height, your age, your musical and artistic tastes, your girlfriend’s name, the last site you visited and your feelings about it, and many more topics that compose the person you are… basically, this agent “knows” everything about you. Obviously, its first state is a clear and completely virgin one. Its knowledge grows with time, just like a human being. And the reason why it grows is that you teach it to do so. The good aspect of the concept is that the agent will anticipate your movements, taking you directly to the sites that might interest you, connecting you with people who have the same tastes of yours, and maybe even making you discovers new interests… basically, “you” will be online. 
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    But there might be a problem… So many interesting informations could be used in a wrong way if accessed by the wrong person. We are talking about personal data. So, a very improved security process will have to be set up for this project. That is what this work is about: a simple question of security…

I - The local area network

    First, we must put the database somewhere. Obviously, it will be inside a server, anywhere in the world. But that server has to be rounded by some specific devices that will allow it to broadcast its contents on the Internet in a secure way, or simply protect it from offensive intruders. 

    The first device found on the network is the router. This will be the physical link between the intranet and the Internet, just like a modem. Even if its main function is to filter packets, it is also able to connect two distant networks one to each other through the Internet..
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    As the router acts at the protocol level, it is also used to filter who is allowed to enter the network from the outside, what ports are supposed to be opened, what kind of information is allowed to pass… But this would never be enough to secure the gateway (the proxy). So, a firewall is necessary. Most of the routers are provided with one.

    An Internet firewall is a system or group of systems that enforces a security policy between an organization's network and the Internet. The firewall determines which inside services may be accessed from the outside, which outsiders are permitted access to the permitted inside services, and which outside services may be accessed by insiders. For a firewall to be effective, all traffic to and from the Internet must pass through the firewall, where it can be inspected. The firewall must permit only authorized traffic to pass, and the firewall itself must be immune to penetration. Unfortunately, a firewall system cannot offer any protection once an attacker has gotten through or around the firewall.
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Example of the position of the firewall in a usual type of network

    It is important to note that an Internet firewall is not just a router, a bastion host, or a combination of devices that provides security for a network. The firewall is part of an overall security policy that creates a perimeter defence designed to protect the information resources of the organization. This security policy must include published security guidelines to inform users of their responsibilities; corporate policies defining network access, service access, local and remote user authentication, dial-in and dial-out, disk and data encryption, and virus protection measures; and employee training. All potential points of network attack must be protected with the same level of network security. Setting up an Internet firewall without a comprehensive security policy is like placing a steel door on a tent!

    Firewalls offer a convenient point where Internet security can be monitored and alarms generated. It should be noted that for organizations that have connections to the Internet, the question is not whether but when attacks will occur. Network administrators must audit and log all significant traffic through the firewall. If the network administrator doesn't take the time to respond to each alarm and examine logs on a regular basis, there is no need for the firewall, since the network administrator will never know if the firewall has been successfully attacked!

   There is still a third component: the application-level gateway, commonly called “Proxy”. An application-level gateway allows the network administrator to implement a much stricter security policy than with a packet-filtering router. Rather than relying on a generic packet-filtering tool to manage the flow of Internet services through the firewall, special-purpose code (a proxy service) is installed on the gateway for each desired application. If the network administrator does not install the proxy code for a particular application, the service is not supported and cannot be forwarded across the firewall. Also, the proxy code can be configured to support only those specific features of an application that the network administrator considers acceptable while denying all other features.

    It is important to note that users are permitted access to the proxy services, but they are never permitted to log in to the application-level gateway. If users are permitted to log in to the firewall system, the security of the firewall is threatened, since an intruder could potentially perform some activity that compromises the effectiveness of the firewall. For example, the intruder could gain root access, install Trojan horses to collect passwords, and modify the security configuration files of the firewall. Which could be dangerous for our project… 

An application-level gateway is often referred to as a "bastion host" because it is a designated system that is specifically armoured and protected against attacks.

    So, and after considering every potential scheme for this firewall, the best model would be the "Demilitarised Zone" or Screened-Subnet Firewall. This model employs two packet-filtering routers and a bastion host. This firewall system creates the most secure firewall system, since it supports both network and application-layer security while defining a "demilitarised zone" (DMZ) network. The network administrator places the bastion host, information servers, modem pools, and other public servers on the DMZ network. The DMZ network functions as a small, isolated network positioned between the Internet and the private network. Typically, the DMZ is configured so that systems on the Internet and systems on the private network can access only a limited number of systems on the DMZ network, but the direct transmission of traffic across the DMZ network is prohibited. For incoming traffic, the outside router protects against the standard external attacks (source IP address spoofing, source routing attacks, etc.) and manages Internet access to the DMZ network. It permits external systems to access only the bastion host (and possibly the information server). The inside router provides a second line of defence, managing DMZ access to the private network by accepting only traffic originating from the bastion host. For Internet-bound traffic, the inside router manages private network access to the DMZ network. It permits internal systems to access only the bastion host (and possibly the information server). The filtering rules on the outside router require use of the proxy services by accepting only Internet-bound traffic from the bastion host.
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    There are several key benefits to the deployment of a screened subnet firewall system:

1. An intruder must crack three separate devices (without detection) to infiltrate the private network: the outside router, the bastion host, and the inside router.

2. Since the outside router advertises the DMZ network only to the Internet, systems on the Internet do not have routes to the protected private network. This allows the network manager to ensure that the private network is "invisible," and that only selected systems on the DMZ are known to the Internet via routing table and DNS information exchanges.

3. Since the inside router advertises the DMZ network only to the private network, systems on the private network do not have direct routes to the Internet. This guarantees that inside users must access the Internet via the proxy services residing on the bastion host.

4. Packet-filtering routers direct traffic to specific systems on the DMZ network, eliminating the need for the bastion host to be dual-homed.

5. The inside router supports greater packet throughput than a dual-homed bastion host when it functions as the final firewall system between the private network and the Internet.

6. Since the DMZ network is a different network than the private network, a Network Address Translator (NAT) can be installed on the bastion host to eliminate the need to renumber the private network.

   For our specific project, we won’t need to put any information server inside de DMZ network. Instead of those usual servers, we will increase the protection of the data enclosed in the “final server” (where you can “find yourself”, your agent), by putting before the inside router a first database. Basically, the first database will only be used for encrypted passwords. Only allowed users will be able to get through this server.          

    Authentication is the keyword. It establishes the identity of the users and/or of the systems, in regard of the permitted actions. Passwords are a usual method of authentication. But the fragility of this method because of the facility of hacking it forced its improvement. Methods of encryption of the passwords were found turning it more secure. For our project, I would like to use the RADIUS protocol because of one aspect I like: the secret key is never sent trough the network. 

    The RADIUS protocol was developed to authentify users and count them. It is a client-server protocol that supports any mechanism of authentication (PAP, CHAP, EAP which are used by the PPP protocol). The process is simple: the client sends an access request to the server, with authentification information in it. After it has checked its users database, the server sends an acceptation or rejection message. Now oncce your password is recognized by the database, you get trough the internal router and at last, gain access to the final server. 
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    II – Secure Socket Layer  

   Even if our final database is almost fully protected, a problem still remains: while I am connected to the server, how do I know if I am not being hacked? While I am inside the intranet where the server is placed, there might be no problem; but when my data are published, when there is a retrieve of information, there is no kind of security: my informations are completely accessible by anyone! So, what can I do, as a network manager to secure everything that goes out of my network? The Secure Socket Layer is the answer…

    SSL uses public-key encryption to exchange a session key between the client and server; this session key is used to encrypt the http transaction (both request and response). Each transaction uses a different session key so that if someone manages to decrypt a transaction, that does not mean that they've found the server's secret key; if they want to decrypt another transaction, they'll need to spend as much time and effort on the second transaction as they did on the first. 

    Netscape servers and browsers do encryption using either a 40-bit secret key or a 128-bit secret key. Many people feel that using a 40-bit key is insecure because it's vulnerable to a "brute force" attack. This was in fact demonstrated in 1995 when a French researcher used a network of workstations to crack a 40-bit encrypted message in a little over a week. It is thought that with specialized hardware, 40-bit messages can be cracked in minutes to hours. Using a 128-bit key eliminates this problem. To crack a message encrypted with such a key by brute force would take significantly longer than the age of the universe using conventional technology. Unfortunately, many browsers support only 40-bit secret keys. This is because of legal restrictions on the encryption software that can be exported from the United States. 

    It includes two basic concepts: session and connection. The connection is a peer-to-peer association between two points of the transport layer. As said before, it uses public-key encryption to authentify the messages (keys used by the Hashing functions that generate the Message Authentication Codes, MAC), keys and initialisation vectors used by the server and the client to encrypt messages and sequence numbers to identify the exchanged messages. The session is an “association” between the server and the client. Session can be multiple. This concept is needed to avoid as many negotiations and security parameters as established connections. To each session are associated security parameters like the session identifier, the X.509 certificate, the data compression method to be used, the authentication algorithm (MD-5, SH-1), the encryption algorithm (DES, 3DES, IDEA, Fortezza) or the session key.
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SSL Architecture
    So, SSL provides a good generic solution to warrant security on HTTP connections, supporting authentication mechanisms and encrypted sessions. It’s used by applications like Secure-HTTP, SMTP, IMAP, POP3, and ACAP.

     Let me just resume the whole process just to be sure that nothing is missing. So, you are at home, in front of your pc… 

1. You connect to the Internet. There, your ISP recognizes you and sends a request to the “personal agent server” (where your virtual alter-ego is stored, remember?).

2. A window opens right in front of you asking you to enter a login name and a password (just as if you were going to check your e-mail). You type both information and wait. On the server side, what happens? 

3. Your IP address (which would be great to be a static one!) is recognized by the external router. First door passed! All the information you sent enters the first network: you are entering the demilitarised zone… 

4. Once inside, you have to pass the bastion host, the proxy server. There, your information is checked for the second time: no virus? No Trojan Horse? Ok… successfully checked again. We are definitely in the good way. 

5. Third verification: The Authentication process. Somewhere in your IP package is a key, which is only known by you and the server. Does the key match the rest of the information you sent? Yes? Ok… your access is granted (if it is not, just lay back and… wait for the authorities, you must be a hacker!). 

6. Once this third door is passed, the second router, the internal one, gives you access to the intranet where your personal agent server is located. 

7. Another server, another encryption! This time, it is about security between you and the server. A secure connection is established, and there we are: right in the core of your agent, ready to learn everything about you.

8. Once under the protection of the secure connection, an agent, similar to those Microsoft ones, appears on your screen and congratulates you with a smile (“Hello, Master! What will we do today? By the way: How was your day?).

(img on next page)
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III – How much for this?

    So much sympathy is really grant full. So is a jacusi! But a jacusi is expensive, isn’t it? I have actually no idea about the price of a jacusi, but this network is at least VERY expensive! 

    Let’s analyse it:

1. Two routers 

    To turn things easier, I would choose Cisco routers. They are efficient, easy to manage, and completely compatible with any kind of protocol. And most of all, Cisco has an excellent after care service. Two routers from the model 1605R would perfectly fit for this instance. 

 Price: $1,495 x 2 = $2990

2. Two Hubs 

           For exactly the same reasons, I would use two Cisco Systems hubs. 1-Port 10BaseT/100BaseTX Auto-sensing, Auto-negotiating Switch, model WS-X401 
        Price: $395 x 2 = $790

3. At least two Mega servers (one for the passwords database and one for the Agent database)

     I would use two Compaq Proliant 8000. Even if they are difficult to handle, these machines are truly powerful. They are equipped with four Xeon processors with 2MB L2 cache and can afford up to eight processors, 16 MBs of RAM and seven ultra-wide SCSI 2 or 3 disk drives!

         Price: $44,062 x 2 = $88,124

4. A “more normal” machine for the “Bastion host”

In this case, I think a simple PC will be enough, since it has enough memory, that’s obvious.

          Price: $400

5. To connect all of this to the Internet 

    I would use an ATM connection, as this is a variable bitrate connection. (As I don’t have any information about the prices for this service, this won’t be taken into account)

6. We will also need cables to connect the whole network. We can count on $1.33 per meter and imagine that at least 100m will be used.

           Price: $1.33 x 100 = $133

IV – Conclusions?

   For a basic state of this project, I think that most of the components are listed here. As we can see by summing on everything, the price for this simple project is about $92,437… expensive, isn’t it? And I didn´t talk about the software needed for every machine, the upholding of it, the remuneration of a network manager, the price of a space to put the whole network inside… and so many other things that make this project an unreasonable one in the economic perspective. Unless it is used to provide a paid service in minimally good conditions. For example, An e-learning project could be based upon this network model, but always in a first state point of view. Obviously, if you consider the possibility of a growing database, you will need more machines, more cables, more licences for your software, more maintenance personal, more space, and more bandwidth, which may cause an exaggerated increase of costs. But as I said before, since it is used to provide a service, it seems to be a good initiative. The idea of simplifying everyone’s life by creating a database containing everything about you might be a good example of a good investment. We are talking about the same persons who go buy cigarettes with their car; People who pay someone to wash their car, or to clean their house; people who work the whole day long and don’t want to have to think too much when they finally get home! 

    As we saw it, security has a price, and it is a high one… And even if this example of protection is a basic one, I think it is worth the investment. 

Nota:

Most of the contents were taken from some hacking websites, Cisco and Compaq Websites, and from Engenharia de redes informáticas  (Edmundo Monteiro, Fernando Boavista; col. Tecnologias de Informação)
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